
 

 
 
 
 
 

Topic: Online surveillance 
Debate: Should the police be allowed to collect data on UK citizens to 
prevent terrorism and criminal activity? 
 

Project outline 
Read the Magna Carta: My Digital Rights Project Guide for Teachers to find out more 
about how to use this document.  
 

Step 1: Setting the scene 
Begin by asking the group to watch the video clip. 
This film has been developed in partnership with WebWeWant.org.   
 
There have been lots of reports about the police conducting mass surveillance on UK 
citizens – it has been defended as a way to prevent criminal activity. For example: UK 
police might want to monitor telephone calls and online traffic to a young persons’ 
drugs advice website. This would help the police to find out more about which drugs 
are being used on the street and to gain information about dealers and supply chains. 
They would not be targeting users of the advice centre. Despite this, the concern is that 
data from an advice line which promises confidentiality to users would now be shared 
with the police. 
 

Step 2: The big debate 
Should the police be allowed to collect data on UK citizens to prevent terrorism and 
criminal activity? 
 

Step 3: Making it memorable 
This is the moment for you to make the process and outcome of your debate 
memorable. Here are some suggestions of activities to consolidate and extend the 
learning gained by the students during their debate: 

Theme: Privacy Online 

http://www.bl.uk/teaching-resources/mcdr-a-guide-for-teachers
http://www.bl.uk/my-digital-rights/videos/privacy-online-surveillance
http://webwewant.org/


 

 Students write their own individual clause for a collaborative whole-class Magna 
Carta for the digital age. The clause should best reflect their argument, and can 
be an opportunity to practise skills in summarising and synthesising ideas. Have 
a look at the British Library’s own Magna Carta for the digital age to read the 
many different clauses submitted by young people around the world. 

 Create a campaign poster that reflects their arguments and opinions on digital 
rights. This can be done as individual or small group work.  

 Develop a school Magna Carta for teachers to sign. 

 Use the knowledge gained to campaign for change in school or in their 
community. Activities could include writing to a local MP, approaching the local 
media or producing an article for a school newspaper. 

 Use the insight and understanding gained to become involved in campaigns 
across the UK and internationally, with organisations such as Amnesty 
International. 

 

Useful Resources 
 
Films and articles 
Our website features a selection of resources which may help you and your students 
prepare for your debate. This includes: 

 A short film introducing the issues around online privacy 

 Articles exploring privacy and mass surveillance.  
 

Prompt questions 
You may want to help direct your students' research and argument development with 
the following questions: 

 Do you believe that this form of surveillance will be helpful in the fight against 
drugs? 

 Does it matter if the police want to know what types of drugs are being used 
because they are not going to target the drug users themselves? 

 What are the options open to the organiser of the help centre?  

 How do you regulate the police’s use of the information?  

 Should every website have a clear privacy policy?  
 What do you think the reaction of the users of the help centre might be if they 

found out that the police were monitoring their actions? 

 
External links 
 
Below are some useful articles on the topic: 

 http://www.bbc.co.uk/news/uk-politics-28237111 

 http://www.internetrights.org.uk/factsheets.shtml?cmd%5B512%5D=i-512-
972b9120a7ddc843a4226d2bed2e8e15&x=53233 

http://www.bl.uk/my-digital-rights/vote-now
http://www.amnesty.org.uk/issues
http://www.amnesty.org.uk/issues
http://www.bl.uk/my-digital-rights
http://www.bl.uk/my-digital-rights/videos/privacy
http://www.bl.uk/my-digital-rights/themes/privacy
http://www.bbc.co.uk/news/uk-politics-28237111
http://www.internetrights.org.uk/factsheets.shtml?cmd%5B512%5D=i-512-972b9120a7ddc843a4226d2bed2e8e15&x=53233
http://www.internetrights.org.uk/factsheets.shtml?cmd%5B512%5D=i-512-972b9120a7ddc843a4226d2bed2e8e15&x=53233


 

 http://www.bbc.co.uk/news/technology-17586605 

 http://www.ft.com/cms/s/0/13846a98-f4b2-11e4-9a58-
00144feab7de.html#axzz3aVMHOZ62  

 http://www.rawstory.com/2015/04/is-the-online-surveillance-of-black-
teenagers-the-new-stop-and-frisk/  
 

 
The law 

 Common EU laws protect your personal data: 

 https://ec.europa.eu/digital-agenda/en/online-privacy 
 http://ico.org.uk/for_organisations/data_protection/the_guide/principle_8 

http://www.bbc.co.uk/news/technology-17586605
http://www.ft.com/cms/s/0/13846a98-f4b2-11e4-9a58-00144feab7de.html#axzz3aVMHOZ62
http://www.ft.com/cms/s/0/13846a98-f4b2-11e4-9a58-00144feab7de.html#axzz3aVMHOZ62
http://www.rawstory.com/2015/04/is-the-online-surveillance-of-black-teenagers-the-new-stop-and-frisk/
http://www.rawstory.com/2015/04/is-the-online-surveillance-of-black-teenagers-the-new-stop-and-frisk/
https://ec.europa.eu/digital-agenda/en/online-privacy
http://ico.org.uk/for_organisations/data_protection/the_guide/principle_8

